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The cryptographic importance of the Elliptic Curve Public Key Cryptosystems (ECPKC)
consists of the difficulty to determine discrete logarithms over extensions of finite flelds [6].
This is much harder than factorization of integers or calculating discrete logarithms in
Fy. Another most important aspect consists in the forms for the private keys and for the
public keys: the private keys are ordinary integers and the public keys are points on an
elliptic curve. Elliptic curve systems are very good for applications with smart cards and in
distributed systems, where computational power and integrated circuit space are limited,
because computations are easily performed and bandwidth requirements are minimal.

‘The paper presents an Elliptic Curve Authenticated Encryption Scheme using an Uni-
versal Hash Function (UHF). The UHF can take an input octet string message M of
arbitrary length. The output of the UHF is an octet string H of a 64 bits fixed length.

For computing in finite extensions over finite rings we have used the ZEN-new toolbox
[4]: there are some computing routines implementing the group law defined for an elliptic
curve,

1. Introduction

The key of each user of a Public Key Cryptosystem (PKC) is divided into two
portions - a private component and a public one. The public component generates
a public transformation, E, and the private component generates a private transfor-
mation. D. E and D can be called encryption and decryption functions, respectively.
In a system we may have D(E(M)) = M, E(D(M)) = M or both. There are the
following possibilities [2] for the authentication of the send message:

I. The signature, S. is obtained as being S = D(M) = Drap(M). After recep-
tion. A compiles the result of procedure E(S) = Exes(5) = Ex.8(Drap(M)) and
decides that the signature belongs to B, if this result is equal to M. Through the
algorithms specific to the PKC, the signature of a message has to depend of all bits of
the message, without modifying the text. The procedure to generate the signature is
different from the symmetric authentication because the emitter uses data to which
the receiver doesn’t have access. The receiver can check the required signature by
using the emitter public key.

2. We show a system which allows the combination between encipher and authen-
tication operations: the message M is protected against a change or an unauthorized
reading. For the beginning we apply to the M message, the E-secret transformation,
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A universal class of hash functions (UHF) is specified [13] by an octet string,
S. of length sLen = 2hLen octets. UHF can take an input message, M, of an
arbitrary length and the output of UHF is a string, H, of a fixed length, hLen
octets: UHF(M,S) = H. Following steps are necessary:

1. Break up to message M into n blocks My, (k = 0,n — 1), each containing
hlLen octets.

2. Convert the block M; to an element, m;, of the field Fjsnren.

3. Let the polynomial m(z) of degree less than n over Fosnren:

m(x) = Mp-1Tn-1 + Mu_2Tn-2 + ... + MT + Mo.
4. Convert the two hLen octets of S string in the elements a and b of the field

f‘gﬂhLen.
5. Evaluate h = m(a) + b with h-element of the field Fisnien.
6. C'onvert h to an octet string, H, as the hash value of M under S.
In Fig.1 we present how to use a Universal Hash Function for Secrecy and

Authenticity.

The user A: The user B:
R
Compute UHF(M.S) Receive (C, Sign)
(] [ ]
Compute C=Ex(M) I Compute M’*D,(C)]
¥
. Compute Compute H'=E(Sign)
Sign=D (UHF(M.S))
¥ !
Send(C, Sign) to B Verify H'=H(M)
—

Fig. 1.- UHF for Secrecy and Authenticity.

2.1. The Implementation of Universal Hash Functions

Universal Hash Functions (UHF) are specified by means of a specification, S, a
sequence of octets of sLen length. Message, M, is of an arbitrary length, divided
into m blocks noted M;, (: = 0,m — 1), each of hLen octets. The last block, M,-,,
is completed with zeros if its length is less than hLen octets.

MDOPUHF (M, S; H) is a message digest obtaining procedure by using UHF.
For the message, M, is obtained the H message digest of the hlen octets.

MDOPUHF (M, S; H)

1. The blocks M;, (i = 0, n — 1), are obtained for the message M, each having a length of ALen

octets.
2. S and S;, partial subsequences of hLen octets, are obtained from the octets sequence, &,

with a length sLen = 2hLen.
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octets, A and B users of the svstem know SECP (set of the elliptic curve pa-

ramelersy [3]. [10}. [11], and the input values necessary for the applying of the
procedure GMSC'. of generating the mask MSC'. Each of the users A and B choose
the integer numbers. kept secret. d4, e4. respectively dg, eg, with da, ea, dp,
e € [2.r—2]. By computation they obtain the public information Q4 = d4 ¢ P and
(B = dpe P. inscribed in the public register PR. The process of secretly transmitting
of the message M. of the length m Len octets. between two users, A and B. develops
in three phases: of initiation. of generation and broadcasting of the cryptogram, of
decrypting of the received cryptogram and of its authentication.

The procedure GMSC(x, 2ni, b, t; MSC) proposes, for a binary sequence line,
x, of b = 160 bits, to generate a sequence of (mLen + sLen) octets, named mask
and termed with MSC. The fields MSCM and S, of m Len, respectively Llen octets
correspond to it. The mask is obtained by applying the procedure CDBO to a
number of th = 8(mLen + sLen) octets. The generation process takes place under
the influence of an initiation binary sequence, termed x;,;. of b = 160 bits.

GMSC(r, 2 b 12 MSCY)
1. Read x and wiy;. binary sequences of 160 bits, with at least a bit different from zero.
2. Apply the procedure CDBI and obtain the integer numbers ¥ and Ziy;, with Z, Fi; € (0,2%).
3. The binary sequence H = Hy{|H,||H,||H3||H4 is initiated for SHA (Secure Hash Algorithm)
(8].
4. For j=0,1-1do
4.1. Set xv ;= (F + Tin;) mod 2°.
4.2. Apply one of the procedures OWF-SHA or OWF-DES and obtain the binary
sequence y; := OWF(H, xv).
5. Set y = yollwi |- Ny 1.
6. Apply the procedure CDBO for y and obtain the mask MSC = MSCM)||S.
End.

AEPPKECUHF

a) The initiation phase

The A user:

1. Apply the procedure C'dP and find the points Q4 :=d4 e P and Ry :=ey o P.

2. Apply one of the procedures CPOTC or CPOFTC and obtain the octets sequences Q% and
1. They contain / + 1 octets if a compression technique has been used {procedure CPOTC) or 2
octets. if a compression technique hasn’t been used (procedure CPOFTC).

3. Inscribe Q%" in the public register PR.

The user B:

L. Apply the procedure ('dP and find the points Qp :=dp e P and Rg :=eg ¢ P.

2. Apply one of the procedures CPOTC or CPOFTC and obtain the octets sequences @} and
Ry They contain [ + 1 octets if a compression technique hasn't been used (procedure CPOFTC).

3. Inscribe Q3 in the public register PR.

b) The generation and broadcasting of the cryptogram phase

The A user:

1. Read from PR the octets sequences Q.

2. Apply one of the procedures COPTR or COPFTR (depending on the using or not of a
compression technique) and obtain the point Qp that belongs to the elliptic curve.

3. Apply the procedure CdP and find the point Sup :=d, ¢ Q5.

4. Apply one of the procedures CPOTC or CPOFTC and obtain the sequence of octets S¥s
of I +1 or 2l octets.

5. Apply the procedure SHA and obtain @ = SHA (S4%) and z;; = SHA (RY).

6. Apply the procedure GMSC (z, iy, b, t, mLen; MSC) and obtain the mask MSC of
mLen 4 sLen octets. .
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¢) Procedure CDOB (&™*: ¢*) executes the conversion of the data from a sequence
of octets into a binary sequence. To the sequence of octets z** = X, Xa, L Xy it
corresponds the sequence of bits a* = x;. ¢y, ..., Za4.

d) Procedure CDBO (*; +**) executes the conversion of the data from a binary
sequence into a sequence of octets. To the binary sequence z* = xy, 7, ..., Taq it
corresponds sequence of octets +** = X, X,..... X;. d = [[k/8]]. The first 84 - k bits

of X; will be zero.

e) Procedure ('dP (d. (xp. yp): d e P): for d, a positive integer number and with
P = (xp.yp). point of an elliptic curve, is computed d @ P by a raising to power and
addition ( + ) method.

f) Conversion procedures of a point of the elliptic curve into a sequence of octets
(CPO(P. E/K: P=)): for the point P = (xp.yp). P € E/K . is obtained a sequence
of octets termed with P**, depending on the situation in which it was used (procedure
('POTC) or not (procedure CPOFTC) a compression technique (TC) of the point
(TCPEF, or TCPF,).

g) Conversion procedures of a point P of the elliptic curve in a binary sequence
(CPB(P. E/K; P*)): for the point P = (xp,yp), P € E/K, it is received a bi-
nary sequence noted with P*, depending on the situation in which it was used
(procedure CPBTC') or not (procedure CPBFTC') a compression technique (TC) of
the point (TCPF, or TCPF;.). The procedures CPBTC or CPBFTC are obtained
following the successive applying of the procedures CPOTC and CDOB, respectively
CPOFTC and CDOB.

h) Conversion procedure of a sequence of octets P*™ in a point P of the el-
liptic curve (procedure (COP): for a sequence of octets P** it is received the point
P = (xp.yp), P € E/N, by applying the procedure COP(P**, E/K; (zp,yp)). Fora
sequence of octets termed with P** is obtained the point P = (xp,yp), P € E/K, de-
pending on the situation in which it was used (procedure COPTR) or not (procedure
COPFTRY) a restore technique (TR) of the point (TRPF, or TRPF;n).

i) The conversion procedure of the data in an element of a finite field, in a binary

sequence (CDECFB(8; s)). Let 8 € F,. The binary sequence s of length ¢ = [llog,q]]
bits is received:

1. If ¢ = pis a prime number different from 2, 8 is an integer number,
3 € [0,p~1], and it is applied the procedure CDIB (4,s) in  order to obtain a
binary sequence s.

2. If ¢ = 2" and it is used a representation in optimal normal base (ONB) [9],
[12] then 7 is obtained as a binary sequence and s = 3.

J) Procedure CDECFO (8; S) executes the conversion of the data for an element
of a finite field into a sequence of octet-.

k) Procedure CDOECT (S: 3) executes the conversion of the data for a sequence
of octets into an element of a finite field.
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4., Conclusions

For the elliptic curve public keys cryptographic algorithms the cryptographic im-
portance consist in the difficulty to determine discrete logarithms over finite fields.
Another most important aspect consists in the forms for the private keys and the
public ones. The private keys are ordinary integers and the public ones are points on
an elliptic curve. Elliptic curve systems are very useful for applications with smart
cards and in distributed systems, where computational power and integrated circuit
space are limited. .
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COMUNICATIE SIGURA BAZATA PE CRIPTOSISTEME CU
C'HEl PUBLICE CONSTRUITE PE CURBE ELIPTICE (II)

{Rezumat)

Importanta criptograficd a criptosistemelor cu chei publice construite pe curbe eliptice constd in
evitarea dificultatii de a calcula logaritmi discregi peste extensii ale unor campuri finite [6]. Aceast
operatie este mult mai complexa decat factorizarea unor numere intregi sau calculul logaritmilor
discreti m Fy. Un alt avantaj rezultd din structura cheilor, publici gi privati: cheia privati este un
stiplu numar intreg 1o timp ce cheia publicd este un punct al unei curbe eliptice. Sistemele crip-
tografice construite pe curbe eliptice sunt indicate pentru aplicatii care folosesc cartele inteligente gi
i sistemele distribuite, unde sunt limitate puterea de calcul i spatiul fizic necesar implementirii.

Se prezintd un sistem de criptare gi autentificare construit pe curbe eliptice, care folosegte o
funciie de dispersie universald (UHF). Aceastd functie poate prelua la intrare un gir de octeti de
lungime arbitrari, care corespunde mesajului M. Rezultatul aplicirii acestei functii este un gir de
octeti cu o lungime fixatd la 64 de biti. .

Pentru calculul i extensii finite, construite peste inele finite, s-a folosit toolbox-ul ZEN {4}:
acesta prezintd rutine de calcul care implementeazi grupul finit de tip law pentru 6 curbi eliptici.



