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Abstract:

The cryptographic importance of the new elliptic curve public-key
cryptosystem (ECPKC) consists of the difficulty to determine discrete
logarithms over finite fields [3]. This is much harder than factorization
of integers or calculating discrete logarithms in £, Another most

important aspect consists of the forms for the private keys and for the
public keys. The private keys are ordinary integers and the public keys
are points on an elliptic curve. Elliptic curve systems are very good for
applications with smart cards and in distributed systems, where
computational power and integrated circuit space are limited, because
computations are easily performed and bandwidth requirements are
minimal.

The paper presents a proposal for the implementation of privacy
enhancement in a packet-switched local area network, wsing elliptic
curve public-key cryptography for key management and authentication.
For computing in finite extensions over finite rings we have used the
ZEN-new toolbox [2]: there are some computing routine implementing
the group law defined for an elliptic curve. We have impiemented in
ZEN the conversions between bit string, integer, point-to-octet string,
octet string-to-point, field element and point of the elliptic curves.
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1. INTRODUCTION

There are two modes of implementation of encryption in a network: /ink and end fo end,
a. Link encryption is easy to incorporate into network protocols. This encryption mode provides
good protection against external threats such as traffic analysis: all data flowing on links can be
encrypted including addresses. There are two disadvantages:

1. Ifanode is compromised, ail traffic flowing through that node is also compromised.

2. Anindividual user lasses control over algorithms used.
b. In end to end encryption a message is encrypted and decrypted only at endpoints. Some address
information (data link leaders) must be left unencrypied to allow nodes to route packets. High-level
network protocols must be augmented with a separate set of cryptographic protocols.
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In terms of OSI (Open System Interconnection) model encryption can occur at various levels:

application, presentation, network, transport. Integration at the application layer gives the individual

user complete control over the algorithms used. The security services of our paper are

authentication; secrecy, integrity; nonrepudiation.

a. Authentication refers to verification of the identity of the sender or receiver of a communication.

b. Secrecy refers to protection against interception of data.

¢ Integrity refers to protection against manipulation of data.

d  Nonrepudiation refers to protection against denial of sending (or possibly receipt) of a message.

For the ECPKC [1], [3] each user ] is assumed to have a secret key and a public key, noted by d/,

nonnegative integer number, and Qr = dj ¢ P, where £ and 0;eE/F,, with Qr = (xpr, you- There are

some parameters for elliptic curves, which consist of the following [5], [6]:

1. A field of size g, which defines the underlying finite field £, where ¢ shall either be a prime
number p, or a power of two.

2. An indication of the type of basis used to represent the elements of 7 polynomial basis
representation ot optimal normal basis representation.

3. Two elements of the field £, which define the equation of the elliptic curve E.

4. Two elements xp and yp of the field £ which define a point P=(xp,y»} on E of prime order.

5, The order of the point P.

These form the set of the elliptic curve parameters (SECP).

For the point P(xp, yr) which is on the elliptic curve E/F,, q=2", E/Fy. Yrxy = rax’+as,
is possible to define the ¥,:¥,= 0, for xp = ¢ and RM(yr xp’), for xp # 0. RM(z) offers the
rightmost bit of the field element z. Over the £, g=2", with an optimal normal basis representation,
a point compression technique is used [1}, [4]: the point P = (xp, yp) is represented by storing only
the x-coordinate xp and the ¥, .

2. CRYPTOSYSTEM WITH PUBLIC KEYS

EPPKEC is an Encryption Protocol with Public Keys that uses Elliptic Curves. It generates the
cryptogram C for the message M, both of them considered as sequences of octets. Users A and B
of the system know SECP and the format mode of the message M, operation by which it is obtained
m*=FM) : {M} > Zp1. (M} is the set of the messages M and i, is the set of binary
sequences, The users A and B choose at random and each of them keep secretly the integer number
d,, respectively ds, with ds, dp € [2, r-2] They apply the procedure CdP and each of them obtain
by computation the points Q= ds® P = (xp4, yo4) and Q5= dime P = (xpg, yos) of the elliptic curve.
The binary representations Q4* and (s* obtained following the application of one of the
procedures CPBTC or CPBFTC, depending on the situation in which it is used or not a
compression technique, are registered in a public register PR. We note with £ the number of bits
corresponding to the binary transformation of an element of the field & and with / the number of
octets, / = [[r / 8]]. We note with [[x]] the smallest integer great or equal with x. The message M,
that is to be sent secretly from A to ‘B, contains at least /-2 octets. We note the number of octets of
the message M with |M|. EPPKEC contains three phases: of format of the message M, of
encryption and of transmitting of the cryptogram C, of decryption of the received cryptogram.
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EPPKEC

a. the format phase of the message

1. To message M a number of /-2 - || M || octets, that have alternatively the values FF and 00, is
associated on the left. A sequences of octets noted with A, of length /-/ octets, of the size
M’ =(00/FF)} 00| M is obtained.

2. Theuser A:

2.1. Chooses at random an integer number e, € /2, r-2/.

2.2. Read 0p* from PR and apply one of the procedures CBPTC or CBPFTC, for the obtaining of
the point O of the elliptic curve.

2.3. Apply the procedure CdP and compute the points Ry and Si: Ri= (xrs, Yra)= eq® P
SA= (Xs,;,ys,q) = ey QB-

2.4. Apply one of the procedures CPOTC or CPOFTC and receive the sequence of octets Ry **
that corresponds to Ry

2.5. Apply the procedure CDECFB and obtain the binary representation xg4 * of xgs.

2.6. Obtain in two steps a binary sequence »m1* of £ bits:

2.6.1. Apply the procedure CDECFB and receive the binary representation (M) * of M.

2.6.2. Complete (M) * with (8-8/+1) bits of 0 on the left.

the encryption and transmitting of the cryptogram C phase

Compute CR* = (m* + xg, ymod.2. v

Apply the procedure CDBO and obtain the sequence of octets CR**,
Find the cryptogram C by a concatenation operation: C = R} || CR™.

Lol

. The user A transmits the cryptogram C to B user.
If compression techniques TCPF, or TCPF,, are used, the cryptogram C is represented on 2/~ 1

octets and, to the contrary, on 3/+/ octets.

¢ the decryption phase of the received cryptogram

The user B:

1. Ifthe most in the left bit of the cryptogram C, termed with BS(C), it is 1, then the cryptogram
corresponds to {+/ octets in the left (note S;.(C)), and to the contrary to the 2/~ octets in the
left (note Sxs+,(C)). And this is depending on the using or not of some compression techniques in
the encryption operation.

2. Apply the procedure COP and from R is received the point Ry = (xri, Vra), that belongs to
the elliptic curve.

3. Apply the procedure CDOB and from CR”" it is received the binary sequence ( R,

4. Apply the procedure CdP and compute dp ® Rq = S4= (xsa, ¥s4).
1t is checked if ds ® Ry=dz v (e,9P) =e,® (dg® P)= e, Qz=S1= (X4, 1),

5. Apply the procedure CDECFB and obtain the binary representation X, * for Xsa -

6. From (x3,+CR )mod.2=m* it results (M)* by doing away with the (8-8/+1) most bits that
are in the left. :

7. Apply the procedure CDBO for (M )* and obtain M as a sequence of /-/ octets

8. Being given the known structure of M, it is obtained the message M, that contains at the most /-
2 octets.

End.
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3. PROCEDURES USED

Procedure CDIB(x3x*) executes the conversion of the data from an integer into a binary sequence.

Procedure CDBI(x**;x*) executes the conversion of the data from a binary sequence into an
integer.

Procedure CDOB(x**x*) executes the conversion of the data from a sequence of octets into a
binary sequence. To the sequence of octets x** = X, Xo,..., Xa it corresponds sequence of bits
x* =X, X2...,Xgd.

Procedure CDBO(x*x**) executes the conversion of the data from a binary sequence into a
sequence of octets. To the binary, sequence x* = x;, Xz ..Xzq it corresponds sequence of octets
x** =X, X5, X4, d=[[k8]] The first 8d-k bits of X; will be zero.

Procedure CAP(d, (xp, yr); d ®P): for d, a positive integer number and with P = (xp, ¥5), point of an
elliptic curve, is computed d eP by a raising to power and addition (4) method.

Conversion procedures of a point of the elliptic curve into a sequence of octets (CPO(P, E/K ;P**Y.
for the point P = (xp,yr), P € E/K, is obtained a sequence of octets termed with P**, depending on
the situation in which it was used {procedure CPOTC) or not (procedure CPOFTC) a compression
technique (TC) of the point (TCPF; or TCPF,, ).

Conversion procedures of a point P of the elliptic curve in a binary sequence (CPB(P, E/K ; P*).
for the point P = (xp,yp), P € E/K , it is received a binary sequence noted with P*, depending on
the situation in which it was used (procedure CPBTC) or not (procedure CPBFTC) a compression
technique (TC) of the point (TCPF, or TCPF, ). The procedures CPBTC or CPBFTC are

obtained following the successive applying of the procedures CPOTC and CDOB, respectively
CPOFTC and CDOB.

Conversion procedure of a sequence of octets P** in a point P of the elliptic curve (procedure
COP): for a sequence of octets P** it is received the point P = (xp.yr ) P & E/K, by applying the
procedure COP(P**, E/K; (xp, ye)).

The conversion procedure of the data in an element of a finite field, in a binary sequence

(CDECFB(f; 5)). Let # € £, The binary sequence s of length 1 = {[log:q]] bits is received.

1. if g = pis a prime number different from 2, § is an integer number, B & [0p-1] and it is
applied the procedure CDIB (f3, 5) in order to obtain a binary sequence s.

2. If g = 2" and it is used a representation in optimal normal base (ONB) [5], then fis obtained
as a binary sequence and 5 = f
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