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Abstract:

Public-key systems (two-key or asymmetric) differ from conventional
systems in that there is no longer a single secret key shared by a pair of
users. Each user has his proper eryptographic key. The key of each user
is divided into two portions, a private component and a public one. The
public component generates a public transformation E, and the private
component generates a private transformation D. E and D can be
termed encryption and decryption functions, respectively. In a system
we may have D(E(M)) = M, E(D{M)} = M or both.

The novelty of our proposed method is the use of the elliptic curve chord
tangent group law. We developed an Ellipic Curve Authenticated
Encryption Scheme using a universal hash function. The hash function
can take an input octet string message M of arbitrary length. The
output of the hash function is an octet string H of a 64 bits fixed length.

Key words: hash function, message digest; public-key system; digital
signature; computer network.

1. INTRODUCTION

A hash function H accepts a variable-size message M as input and outputs a fixed-size

representation H(M) of M (called a message digest).
“he hash function 4 has[3] the following properties:

Ao o

€.

H can be applied to an argument of any size.

H produces a fixed-size output.

H(x) is relatively easy to compute for any given x.

For any given y it is computationally infeasible to find x with H(x) = y.

For any fixed x it is computationally infeasible to find x’ =x with H(x!) = H(x).
H(M) will be much smaller than M: H(M) might be 64 or 128 bits, whereas M might be a megabyte
or more.

Diffie and Hellman [1], {2] introduced digital signature. A digital signature is the electronic

analogue of a handwritten signature and has the following properties:

a. A receiver must be able to validate the sender’s signature.

b. A signature must not be forgeable.

¢. The sender of a signed message must not be able to repudiate it later.
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A digital signature may be applied to H(M), because H(M) is signed rather than M. Both M and the
signed H(M) may be encapsulated in another message, which may be encrypted for secrecy. The
receiver may validate the signature on H(M) and apply the public function H directly to A and
check to see that it coincides with the forwarded signed version of H(Af). This validates both the
authenticity and integrity of M simultaneously. If H(Af) were unsigned only integrity would be
assured.

An universal class of hash functions (UHF) is specified [9] by an octet string S of length
sLen = 2 hLen octets. UHF can take an input message M of an arbitrary length and the output of
UHF is a string H of a fixed length hLen octets: UHF(M,S) = H. Following steps are necessary :

1. Break up the message M into n blocks M, k=0,n- 1, each containing hLen octets.
2. Convert the block M, to an element m; of the field Fz,,,_,,.

3. Let the polynomial m(x) of degree less than n over F ot

M(X) = Mp.j Xp + My 2Xn+...+ My x + mp,
4. Convert the two hLen octets of S string in the elements a and b-of the field £ ...

5. Evaluate = m(a} + b with h, element of the field £ L -

6. Convert h to an octet string H , as the hash value of M under S.
In fig. 1 we present how to use a universal hash function for Secrecy and Authenticity:

The user A : The user B :
avs
Compute UHF(M, S) Receive (C, Sign)
v v
Compute C=Eg(M) Compute M'=Dp(C)
v I
Compute -
Sin=Da(UHF(M,S)) Compute 11 Ea(Sign))
Verify H=H(M')
Send (C, Sign) to B

Fig.1 UHF for Secrecy and Authenticity

- 194



2. THE IMPLEMENTATION OF UNIVERSAL HASH FUNCTIONS

Universal Hash Functions (UHF) are specified by means of a specification S, a sequence of octets
of sLen length. Message M is of an arbitrary length, divided into m blocks note M,, i =0,m -1, each
oh hLen octets. The last block M., _; is completed with zeros if its length is less than ALen octets.
MDOPUHF ( M, S; H ) is a message digest obtaining procedure by using UHF. For the message
M is obtained the /{ message digest of the Alen octets.

MDOPUHF (M, S; H)

1. The blocks M,, i = 0,n- 1, are obtained for the message M, each having a length of AlLen cctets.

2. S; and S, , partial subsequences of Alen octets are obtained from the octets sequence S, with a
length sLen = 2 hLen.

3. Setn: =8 hlen.

4. Procedure CDOECF is applied and there are obtained m, as elements of £, field (following

the conversion of each sequence octets M, i =0,m-1 ) and the elements « and B 7,

following the conversion of the partial subsequences §; and S>, of hLen octets.
5. There asserts the polynomial fx), whose degree is less than m:

fix)=fo " f L x™ vt flx s+ f,
6. There computes #:= (f{a))-a+f with h €F,.

7. There applies the procedure CDECFO for h, an element of the finite field £, and the message

digest H, as a sequence of sLen octets is obtained.
End.

UHF works with a constant number of bits. It is used experimentally ALen=64 and m of
hundreds order. UHF allows the obtaining of the message digest for an arbitrary length message, by
means of an efficient computation. Moreover, they allow every user of a cryptosystem to be able to
particularize them by means of the specification S.

3. THE ELLIPTIC CURVE AUTHENTICATED ENCRYPTION ALGORITHM

AEPPKECUHF is an authenticated encryption protocoi with public keys that uses elliptic curves
and universal hash functions. 1t allows the generation of the cryptogram C for the message M, both
of them considered as sequences of octets. 4 and Fusers of the system know SECP (set of the
elliptic curve parameters)[6] and the input values necessary for the applying of the procedure
GMSC, of generating the mask MSC. Each of the users .4 and Zchoose the integer numbers, kept
secret, da, e4, respectively dp, ep, with du, ey, ds, eg € [2. r-2] By computation they obtain the
public information Q4= d, e P and Qg =dp * P, inscribed in the public register PR. The process of
secretly transmitting of the message M, of the length mLen octets, between two users 4 and B,
develops in three phases: of initiation, of generation and broadcasting of the cryptogram, of
decrypting of the received cryptogram and of its authentication.
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The procedure GMSC( x, xii, b, ¢ ; MSC') proposes, for a binary sequence line x, of & = /60 bits,
to generate a sequence of (mLen + sLen) octets, named mask and termed with MSC. The fields
MSCM and S, of mLen, respectively Llen octets correspond to it. The mask is obtained by applying
the procedure CDBO to a number of (b = 8(mlen + slen) octets. The generation process takes
place under the influence of an initiation binary sequence, termed x;.;, of =160 bits.

GMSC( X, Xini» b, t ; MSC)
Read x and x,n, binary sequences of /60 bits, with at least a bit different from zero.

2. Apply the procedure CDBI and obtain the integer numbers ¥ and ¥,, with ¥, X< (0,2°.
3. The binary sequence H=Hyl| H; || H, || H3 || Hs is initiated for SHA (Secure Hash Algorithm)
[51.
4. For j=0,t~-1 do
4.1 Set xv =( X + %, Ymod. 2
4.2. Apply one of the procedures OWF-SHA or OWF-DES and obtain the binary sequence
¥y =0WF(H, xv).
5. Set yr=y, il y, ..My, ,.
6. Apply the procedure CDBO for y and obtain the mask MSC = MSCM I'S.
End.

PCCPCEUHF

a. The initiation phase

The A user:

1. Apply the procedure CdP and find the points @, :=d, ¢ P and R, := ¢, P.

2. Apply one of the procedures CPOTC or CPOFTC and obtain the octets sequences @, ** and
R,**. They contain /+/ octets if a compression technique has been used (procedure CPOTC)
or 2/ octets, if a compression technique hasn't been used (procedure CPOFTC).

3. Inscribe @, ** in the public register PR.

The user Z:

1. Apply the procedure CdP and find the points Q05 ‘= ds ¢ P and Rz :=eze P.

2. Apply one of the procedures CPOTC or CPOFTC and obtain the octets sequences O3** and
Rp**. They contain /+/ octets if a compression technique has been used (procedure CPOTC)
or 2/ octets, if a compression technique hasn't been used (procedure CPOFTC).

3. Inscribe Q;** in the public register PR.

b. The generation and broadcasting of the cryptogram phase

The user A:

1. Read from PR the octets sequence Qg**.

2. Apply onme of the procedures COPTR or COPFTR (depending on the using or not of a
compression technique) and obtain the point (3, that belongs to the elliptic curve.

3. Apply the procedure CdP and find the point Sy :=d, » Os.

4. Apply one of the procedures CPOTC or CPOFTC and obtain the sequence of octets Syp**, of
I+ 1 or 2l octets.

5. Apply the procedure SHA and obtain x = SHA(Si5**) and x;, = SHA(R,**).

6. Apply the procedure GMSC( x, xi, b, t, mlen, MSC) and obtain the mask MSC of mlen-slen
octets.

7. Extract MSCM from MSC of length mLen (mask for message M) and S, of length slLen (the
specification for UHF).
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8. Set C**:=MSCM & M.

9. SetMuyy =M\ ID4|| IDg || VT.

10. Apply the procedure MDOPUHF( Myy, S; H) and obtain the message digest, of length ilen
octets.

11. Obtain the cryptogram C := Ry** || C** || H , that is transmitted to B. This contains
((+1) + mlen + hlen) or (21 + mien + hien ) octets, depending on the using or not of a
compression technique.

5. The decryption phase of the cryptogram received and its authentication

The user Z:

1. Extract the sequences of octets R4**, C** and H from the received cryptogram C.

2. Read Q;** from PR.

3. Apply one of the procedures COPTR or COPFTR and obtain the point 04 of the elliptic
curve, that corresponds the sequence of octets Q04**

4. Apply the procedure CdP and compute
dBO QA=dB’ (dAOP)=dA' (dB'P)= dA' QB =SAB.

5. Apply one of the procedures CPOTC or CPOFTC and obtain the sequence of octets Sus**, of
I+1 or 21 octets. -

6. Apply the procedure SHA and obtain x = SHA( S45™*) and xin, = SHARL*).

7. Extract MSCM from MSC of length mien (the mask for message M ) and S, of length slen
(the specification for UHF).

8. Set M= C**® MSCM.

9, SetMyy =MDy || IDs || VT.

10. Apply the procedure MDOPUHF( Myg, S; H) and obtain the message digest H’, of length hlen
octets.

11.If H'=H, then M’ is the message sent that belongs to the user .4

End.

4, IMPLEMENTATION

For computing in finite extensions over finite rings we have used the ZEN-new toolbox [3]: there
are some computing routine implementing the group law defined for an elliptic curve. We present
in the following the procedures which have used for authenticated encryption protocol with public
keys that uses elliptic curves and universal hash functions (AEPPKECUHF).

Procedure CDBI(x**x*) executes the conversion of the data from a binary sequence into an
integer.

Procedure CDBO(x*x*¥) executes the conversion of the data from a binary sequence into a
sequence of octets. To the binary sequence x* = x;, X3,...,Xsd it corresponds sequence of octets
x** = X;, X3, ..., Xa,d = [[k/8]]. The first 8d-k bits of X; will be zero.

Procedure CDECFO(f%; S) executes the conversion of the data for an element of a finite field into a
sequence of octets.

Procedure CDECFO(S; B ) executes the conversion of the data for a sequence of octets into an
element of a finite field.
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Procedure CAP(d, (xp, yp); d oP). for d, a positive integer number and with P = (x;, y,), potnt of an
elliptic curve, is computed d P by a raising to power and addition (¥) method.

Conversion procedures of a point of the elliptic curve into a sequence of octets (CPO(P, EX ;
P**): for the point P = (xp.yp), P € E/K, is obtained a sequence of octets termed with P**,
depending on the situation in which it was used (procedure CPOTC) or not (procedure CPOFTC)
a compression technique (TC) of the point (T CPF, or TCP FZ . )

Conversion procedures of a sequence of octets into a point of the elliptic curve (COP(P**; P, E/K):
for a sequence of octets termed with P** is obtained the point P = (xp,yr), P € E/K, depending on
the situation in which it was used (procedure COPTR) or not (procedure COPFTR) a restore
technique (TR) of the point (TRPF, or TRP F.)
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